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Al-Noor Primary School 
 

Data Protection Policy 
 

1. Introduction 
 
1.1 The school aims to fulfil its obligations under the Data Protection Act 1998 to 

the fullest extent. The Data Protection Act 1998 came into force on 1 March 
2000 and became fully effective on 23 October 2007. It replaced the previous 
Act of 1984 and was drawn up to comply with the EC Data Protection Directive, 
which was adopted in 1995. 

 
 
2. Data Controller 
 
2.1 The school is a data controller (a person or organisation who holds personal 

data). The school holds personal data on pupils and staff and thus registers 
annually with the Information Commissioner 

(www.informationcommissioner.gov.uk) paying the appropriate fees. 

Registration involves notifying the Information Commissioner of: 
 

 the data controller’s name and address; 

 the type of personal data being processed; 

 the reason the data is being processed; 

 the nature of any recipients to whom data will be or may be disclosed; 

 any countries outside the EU to where the information might be transferred. 
 
2.2 The Information Commissioner enforces and oversees the Data Protection Act 
 1998 and the Freedom of Information Act 2000. It is an independent UK 
 supervisory authority,  reporting directly to the UK Parliament. It has an 
 international role as well as a national one. 
 
 
3  Personal Data 
 
3.1 Personal data is information about living individuals that enables them to be 
 identified. The processing of personal data and the right of individuals to access 
 it are protected by the Data Protection Act 1998. Anyone who processes 
 personal data, whether held on a computer or in paper files, must comply. 
 Potentially, all data held about staff or pupils can be inspected and must be 
 processed fairly. 
 
3.2 Personal data covered by the Data Protection Act may include: 
 

 school admission and attendance registers 

 pupils’ assessment records 

 reports to parents on the achievements of their children 

 records in connection with pupils entered for prescribed public 
examinations 

 staff records, including payroll records 

 pupil disciplinary records 

 records of contractors and suppliers 

 personal information for teaching purposes. 

http://www.dataprotection.gov.uk/
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4 Sensitive Data 
 
4.1 The school ensures that the holding and processing of sensitive personal data 

complies with at least one legal condition set out in the Data Protection Act 
1998. 

 
4.2 Sensitive data includes: 
 

 ethnic origin 

 political opinions 

 religious beliefs 

 other beliefs of a similar nature 

 membership of a trade union 

 physical or mental health or condition 

 sexual life 

 offence or alleged offence 

 proceedings or court sentence. 
 
4.3 Sensitive data is only processed once the information has been obtained 
 lawfully and fairly and the subject has consented, with certain exceptions 
 including equal opportunities monitoring. 
 
 
5 Data Protection Principles 
 
5.1 The data controller must ensure that processing complies with the eight data 
 protection principles, as follows. 
 
 Personal data is processed fairly and lawfully at the school. This means: 
 

1. The individual has given consent 
2. The processing is necessary for a contract that involves the individual, or 
3. The processing is necessary to comply with a legal obligation, to protect the 

vital interest of the individual, for legal/justice reasons, or for the purposes of 
the school’s legitimate interests. 

4. Personal data is only obtained and processed for specified, lawful purposes. 
5. Personal data is adequate, relevant and not excessive in relation to the 

specified purpose. 
6. Personal data is accurate and kept up to date. 
7. Personal data is not kept for longer than is necessary. 
8. Personal data is processed in accordance with the individual's legal rights. 

 
 Based on the eight principles we will adhere to the following: 
  

When we collect information: 

 we will only collect information that is necessary for what we do  

 we will be fair in the way we collect information about you  

 we will tell you who we are and what we intend to do with the information 
about you  

 where practicable, we will collect information which relates to you directly 
from you  

 if we collect information about you from someone else we will, wherever 
possible, make sure you know that we have done this  
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When we use and disclose information about you: 

 we will only use or disclose your information for legitimate purposes about 
which you have been told unless we are required to do otherwise for legal 
reasons  

 Personal data will not be transferred outside the EU unless an adequate 
level of protection for the rights and freedom of the individual is ensured. 

  
Information quality 

 we will ensure that information about you is accurate and up to date when 
we collect or use it. You can help us to achieve this by keeping us informed 
of any changes to the information we hold about you  

 
 Information security 

 we will keep information about you secure  

 we will protect your information against unauthorised use, damage, loss and 
theft  

 
 Retention 

 we will hold information about you for as long as is necessary but, subject to 
any statutory retention periods, we will ensure that the information is 
disposed of in a secure and proper manner when it is no longer needed  

 
 Openness 

 we will be open with you about what kinds of information we hold and what 
we do with it  

 
 Access and Correction 

 wherever possible, we will let you see the information we hold about you 
(should you wish) and correct it if it is wrong. 

 
 
6 Manual Records 
 
6.1 Manual records that existed before 24 October 1998 are currently exempt 
 from the first five data protection principles. However, controls need to be  put in 
 place over how that data is kept up to date and how long it is kept, so as to 
 ensure it is accurate, adequate and relevant. 
  
 
7. Access to Employee Data 
 
7.1 Requests for access to data can be readily granted. The request for access 
 should be made in writing and describe the information to which access is 
 required. If practicable and reasonable, the information can be copied or 
 printed and posted to the person making the request. Alternatively, 
 arrangements can be made for the individual to view the information. 
 Access to certain types of information is restricted, e.g. information about or 
 provided by a third party. 
 
7.2 Members of staff are allowed to have access to all personal data about them 

held under the Data Protection Act 1998.  
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7.3 The Data Protection Act 1998 gives data subjects the right to have access to 
their personal data at reasonable intervals, with some exceptions, such as 
certain information relating to job applications. 

 
7.4 In the event of a disagreement between a member of staff and the school 

regarding personal data, the matter should be taken up under the school’s 
formal grievance procedure. 

 
 
8. Handling and Storage of Personal and/or Sensitive Data 
 
8.1 This will be stored by the headteacher or delegated members of staff. 

 
8.2 This data will only be accessed or handled by the headteacher or delegated 

members of staff. 
 

8.3 The data on a member of staff will be held securely for fifty years after his/her 
employment with Al-Noor school ceases. 
 

8.4 After this time the data will be shredded and thus destroyed. 
 
 
9 Role of Headteacher 
 
9.1 The headteacher, Someera Butt, is the Data Protection Officer in Al-Noor 

Primary School. 
 
9.2 The Data Protection Officer considers all the information held about staff and 

pupils,  whether held centrally or by individual members of staff and examines 
why and how the data is being kept and measures this against the eight data 
protection policies. This includes checking that data is accurate, that any 
irrelevant or excessive personal data is eliminated and that data is only held on 
a need-to-know basis. 

 
9.3 The Data Protection Officer ensures that the school puts in place physical and 

electronic safeguards to protect all data including: 
  

 fixing locks to filing cabinets 

 fixing locks to doors, to offices, filing rooms and computer rooms 

 installing an intruder alarm to the school premises, with a number of sensors 
throughout the school 

 securely managing the holding and storage of keys 

 securing the server 

 installing anti-virus software 

 installing firewall software or hardware 

 securing data backup procedures 

 following good practice relating to passwords, clear screens 

 separating administrative and teaching computer systems. 
 
 The degree of security depends on the means of storage/processing, the 
 nature of the data, the potential for harm and cost. 
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9.4 The Data Protection Officer ensures that staff members who process 
information are made aware of their responsibilities, amending their practices 
and retraining if necessary.  

 
9.5 The Data Protection Officer ensures that staff, and pupils and their parents 

have access to this policy on the school’s website, staff handbook and clearly 
sign posted files on the school’s internal computer network. 

 
 
10 Role of All Staff Members 
 
10.1 All staff members must follow the procedures put in place against unauthorised 

access to, or use, loss or destruction of personal data. These include the 
following: 

10.1.1 All staff members must clear their desks at the end of each working day. 
This not only includes documents and notes and removable media (CDs, 
memory sticks). A clear desk policy helps to reduce the risk of 
information theft, fraud, or a security breach caused by sensitive 
information being left unattended and visible in plain view. 

10.1.2 Staff members must never throw work-related documents containing 
sensitive information into the bin, it must be shredded. 

10.1.3 Personal computers, computer terminals and printers must be switched 
off when not in use and protected by locks, passwords and the like. 

10.1.4 Incoming and outgoing mail collection points should be protected or 
supervised so that letters cannot be stolen or lost, and fax facilities 
should be protected when not in use. 

10.1.5 The photocopier open to school wide use can only be used through 
entering a PIN and is switched off outside working hours; this makes it 
difficult for unauthorised copying of sensitive information to occur. The 
school office photocopier is supervised during the school day and locked 
away out of hours. 

10.1.6 All printers, photocopiers and fax machines must be cleared of papers 
as soon as they are printed; this helps ensure that sensitive documents 
are not left in printer trays for the wrong person to pick up. 

10.1.7  

10.2 Staff members must use the designated procedures (above) to make     
requests about personal data and access to their data. 

10.3 Staff members must respect the confidentiality of information provided by or on 
behalf of job applicants when involved in recruitment procedures. 

 
10.4 Staff members must inform the employer of any changes to their personal data 

which the employer would not otherwise be aware of. 
 
10.5 Staff members must be aware that breaches of data protection rules are a 

disciplinary offence and will be dealt with in accordance with the school’s 
Disciplinary Policy. 
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11 Role of Trustees 
 
11.1 The school’s Board of trustees delegates a trustee to ensure that the school’s 

Data Protection policy and procedures: 
 

 meet the legal requirements of the Data Protection Act 1998 and comply with 

the eight data protection principles; 

 have operating procedures in place to ensure appropriate use, disclosure and 
protection of personal data, including sensitive data relating to members of 
staff; 

 have operating procedures in place in respect of pupil records; 

 ensure that staff are aware of their rights under the Act; 

 ensure that staff are aware of their responsibilities in relation to personal data 
of staff and pupils; 

 have procedures in place to respond to requests for access to personal data; 

 have systems in place to rectify or erase inaccurate data. 
 
 
12 Pupil Records and Reports 
 
12.1 The keeping, disclosure and transfer of pupil records takes account of the 
 Data Protection Act 1998. 
 
12.2 All pupils as well as parents are entitled to have their records disclosed to them 
 on written request, unless it is obvious they do not understand what they are 
 asking for, or if disclosure would be likely to cause them or anyone else serious 
 physical or mental harm. This right is not related to the age of the pupil. 
 
12.3 If the school shares information with another authority, e.g. Key Stage test 

results with the DfE, parents are informed of the nature of the request and their 
consent in sought in advance. 

 
12.4 Confidential requests for data made by local authority Social Care departments 

are dealt with in accordance with section 15 of this policy. 
 
12.5 When a pupil leaves the school relevant information held by the school is 

transferred to the pupil’s new school. This includes old school reports, Key 
Stage test results and any pre-existing and relevant SE, welfare or behavioural 
records. This is also in accordance with section 15 of this policy. 

 
13 Rights of Individuals 
 
13.1 Individuals about whom personal data is held have a number of rights. These 
 include the following: 
 

 When individuals request it, the data controller should tell them whether 
personal data is being processed, give them a description, and say why it is 
being processed and to whom the information is being disclosed. The data 
controller only has to supply staff with their personal data after a request 
has been made in writing. The data must be supplied within 40 days. 

 The data must be communicated in an intelligible form. 

 The data must be accurate. 
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 Information should not be used for a purpose different from the one it was 
gathered for. 

 Job applicants should be told about automated decision-making if this is 
the only basis for the decision to reject their application. 

 Personal information given in confidence must not be disclosed without 
consent. 

 Employees should not be the subject of surveillance or monitoring without 
good cause, and any surveillance has to be proportionate. 

 Individuals also have the right to: 
o Prevent processing which is damaging or distressing to themselves 

or others 
o Prevent processing for direct marketing 
o Ensure that no decision significantly affecting them is based solely 

on the automatic (electronic) processing of data relating to them, eg 
assessing their performance at work 

o Be compensated if they suffer damage and distress as a result of a 
data controller’s contravention of the Act, unless reasonable care to 
comply with the Act can be proved 

o Rectify, block, erase or destroy inaccurate data on application to the 
court 

o Request that the Information Commissioner assess whether or not 
the processing of personal data is being carried out in accordance 
with the Act. 

 
 
14 Exemptions  
 
14.1 There are some exemptions which means the principles of the Data Protection 
 Act do  not apply. These are broadly related to issues of National Security, 
 Crime and Tax. In addition individuals are not entitled to have access to the 
 following: 
 

 References given by an employer, although it is good practice for 
employees to be shown references when written. 

 Personal data processed for the purposes of management planning, eg pay 
reviews or promotion opportunities. 

 Information about or provided by a third party where the third party could be 
identified and does not agree to a disclosure. 

 A candidate's personal data recorded during an examination or to see their 
examination marks until the results have been released. 

 The Act provides for Regulations to be introduced that will mean individuals 
may not have access to personal data: 

 About their physical or mental health — the Access to Medical Reports Act 
1988 gives individuals access to any medical report on them supplied by a 
GP for employment purposes 

 About present or past pupils of a school of which the data controller is the 
proprietor, governing body or Head 

 Processed by government departments, Local Authorities or voluntary 
organisations for social work in relation to the individual or others. 

 
 
15  Parental Access to Data  
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15.1 Pupils attending any type of school have a right of access under the Data 
Protection Act 1998 to their own information. This is known as the right of 
subject access. When a child cannot act for themselves or the child gives 
permission, parents will be able to access this information on their behalf. 
Parents are able to access all the information about their child at Al-Noor 
Primary because the age of pupils is generally considered too young to exercise 
full legal autonomy.  

 
15.2 Though there is no legal right for parents to access their child’s educational 

record in independent schools, the school responds to reasonable requests, 
such as for copies of reports, on a case by case basis. 

 
15.3 Requests for access to personal data or educational records, must be made in 

writing by a parent of the child to the headteacher. A fee of £10 will be payable 
in all cases and requests for educational records will entail an additional £0.50 
per page.  

 
15.4 The school may withhold information in certain circumstances, such as where 

serious harm may be caused to the physical or mental health of you, your child, 
another pupil, a staff member or another individual, or where the request is for a 
test script or for Key Stage test results before they are officially announced. 

 
15.5 Information about another person will not be available to staff, parents or pupils 

unless the other person gives their permission, or it is reasonable in the 
circumstances, in the view of the headteacher, to provide the information 
without permission.   

 
15  Monitoring and Review 
 
15.1  The Board of trustees monitors the implementation of the data protection policy 

through delegating the duty to a trustee, Ilyas Mirza. 
 
15.2 The delegated trustee takes into account changes in law or statutory guidance 

and any local or national decisions that affect data protection to will make any 
necessary modifications to this policy.  

 
15.3 The delegated trustee undertakes a periodic audit of the school’s Data 

Protection procedures and compliance with the policy, including an examination 
of records and Data requests. 

 
 
15.3 Review Date: November 2019 
 
 
Signed, on behalf of the Board of trustees, by:_____________________________ 
 
 
Signature: ___________________________      Date: _________________________ 
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